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FOREWORD

Dear Readers of the CoESPU Magazine - Advanced Studies,

this issue is dedicated to a crucial question: how can we protect human
security and the legitimacy of institutions in environments marked by
hybrid threats, where the information, physical, and cultural spaces
intertwine? The contributions collected here offer concrete answers,
grounded in operational experience, comparative analysis, and action-
oriented policy proposals.

Two consecutive articles explore the critical domain of information
integrity in peace operations, focusing specifically on misinformation
and disinformation. Interestingly, while these two phenomena overlap
significantly, they are not entirely identical, and the articles approach
them from distinct, complementary angles. The first examines the
impact of misinformation, disinformation, malinformation, and hate
speech (MDMH) on the credibility and safety of UN missions, situating
the issue within the international legal frameworks of human rights and
international humanitarian law, and within the ethical limits related to
freedom of expression. In light of the United Nations’ new approach to
Strategic Communication and Information Integrity, the authors show
through cases in the DRC, Mali, the Occupied Palestinian Territory, and
in humanitarian settings how communication is no longer an ancillary
support but an essential operational capability.

The second contribution broadens the lens on MDMH as a structural
threat beyond peacekeeping, drawing lessons from UNIFIL, MINUSCA,
MINUSMA, MONUSCO, and KFOR, and from its effects on political crises
in various countries. By tackling these overlapping yet distinct
challenges, the proposed PDRR model (Prevent, Detect, Respond,
Resilience) offers a practical and ethical framework: countering MDMH
is not only a technical task, but a moral duty to defend truth as the
foundation of peace and public trust.

A third article focuses on the fight against human trafficking and forced
labor, identifying them as a systemic threat to security and social
cohesion. Building on the “International Conference on Policing
Approaches to Human Security” organized by CoESPU in Vicenza in June
2025, the authors propose engaging citizen-consumers to reduce
demand for goods linked to modern slavery, and recommend
establishing specialized multi-agency entities against trafficking,
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together with national legal frameworks that strengthen law
enforcement and social services, facilitating international cooperation.

It is a stability agenda that brings together tactical enforcement,
strategic prevention, and collective responsibility.

Finally, the focus on the protection of cultural heritage in conflicts
reminds us that the destruction of cultural property is an attack on the
identity of peoples. In an international context dominated by soft law,
the article argues that real progress depends on specialized operational
capabilities. The Italian integrated model is presented as a concrete
reference: results, limits to transferability, and civil-military tensions are
analyzed with clarity, offering criteria for more effective policies.

The common thread running through this issue is simple and
demanding: legitimacy and effectiveness depend as much on managing
the information space and protecting people as on safeguarding their
cultural memory. With rigor and pragmatism, these pages offer useful
tools to commanders, practitioners, analysts, and policymakers.

We thank the authors, reviewers, and readers for contributing to a
professional community that learns, innovates, and cooperates.

Enjoy the reading.

Lt. Col. Stefano Bortone
Managing Editor
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Strategic Communication and
MDMH in United Nations
International Peace Operations

“Support the mandate. Protect the mission. Secure the peace”

Biagio Bosano
Former CoESPU Intern - University of Turin

ABSTRACT

United Nations peace operations work in fragile political and social
environments where the spread of misinformation, disinformation,
malinformation, and hate speech (MDMH) has become a true battlefield,
undermining credibility, security, and operational effectiveness of international
missions. This paper analyses the risks linked to information manipulation in
peacekeeping operations, examining the international legal framework (IHRL
and IHL) as well as the ethical boundaries related to freedom of expression. The
study explores the new United Nations approach to Strategic Communication
and Information Integrity, published in June and December 2024, which
identifies communication as a political and operational necessity, not only to
counter hostile campaigns but also to reinforce mission mandates. Through
some case studies such as UN missions in DRC, Mali, the Occupied Palestinian
Territory, and in humanitarian contexts, the report illustrates how missions have
responded to manipulated narratives, highlighting both successes and
limitations. This paper proposes strengthening the integrated UN approach
through prevention, monitoring, and rapid response mechanisms, combined
with tailored training for personnel and partnerships involving local actors, civil
society, and centres of excellence such as CoESPU. In conclusion, it argues that
the legitimacy and effectiveness of future missions will depend as much on
managing the information space as on controlling the physical one.

GENERAL OVERVIEW

In contemporary world, information and its spread have become both an
opportunity and a weapon. As UN missions operate in fragile political
environments and in conflict situations, the digital information space has
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emerged as a critical tool that can either support peace or fuel instability and
conflicts. Disinformation, misinformation, malinformation and hate speech have
become dangerous weapons that pose a direct threat to the credibility,
effectiveness, and security of peacekeepers and host communities too. This
article explores the risks these information threats pose to international military
and civilian missions, and highlights the strategic responses required to preserve
operational integrity. The proliferation of digital media has transformed the way
conflict narratives are shaped and contested. Al main international
organizations are developing policies to counter information threats. In 2024,
United Nations updated their “Strategic Communication” policy, reinforcing the
concept and setting some guidelines to counter information threats in
international peace operations.

First, to facilitate the comprehension of the argument, it is important to define
what Strategic Communication is according to the UN frameworks. According to
the UN Policy on Strategic Communications in Peace Operations, published on
1st June 2024, strategic communication is defined as any kind of “purposeful or
directed communications with the objective of building support for the mission,
its mandate and activities as well as peace processes and related host country
activities, such as elections.

Strategic communications require considering objectives, audiences, narratives,
messaging and content, platforms for dissemination and evaluation of impact.

It is part of planning 3 and risk management processes and responses to
crises™ (United Nations , 2024).

The purpose of the United Nations with the publication of this policy is to provide
a new tool to mission personnel around the globe. The aim is to make them
capable of countering misinformation, disinformation, malinformation and hate
speeches (identified in the document with the acronym MDMH), the four new
main threats to the safety and security of both personnel and communities on
one hand, and to the mission's mandate on the other. These forms of harmful
content that compose the MDMH acronym often blur together, targeting not
only individuals but also institutions, values, and the actual legitimacy of

MUnited Nations, Policy on Strategic Communications in Peace Operations, Ref. DPO 2024.04 / DPPA 2024.01
(New York: United Nations, 2024), 13.




missions. Hostile actors, including state and non-state groups, exploit these
dynamics to spread confusion, deepen divisions, feed tensions and manipulate
public sentiment. In UN peacekeeping settings, we could distinguish the four
components of MDMH by analysing their characteristics:

¢ misinformation is any kind of inaccurate information that is unintentionally
shared in good faith by those unaware that they are passing on falsehoods;

e disinformation is related to the spread of information that is inaccurate,
intended to deceive and shared in order to do serious harm;

¢ malinformation is an information based on reality, used to inflict harmon a
person, social group, organization or country;

e hate speeches are any kind of communication in speech, writing or
behaviour, that attacks or uses pejorative or discriminatory language with
reference to a person or a group on the basis of who they are, in other
words, based on their religion, ethnicity, nationality, race, colour, descent,
gender or other identity factor™.

MDMH frequently circulates in both digital and offline spaces, with targets for
such campaigns varying widely. While hate speech targets people, with attacks
based on their identity, misinformation and disinformation can include people
too, but also a wider range of targets, including States, governments and
institutions, as well as non-state actors, values and concepts, occasionally
overlapping with hate speeches®.,

Populations that live in armed conflict contexts and in fragile situations are
particularly vulnerable to MDMH. That's because information circulates and
proliferates easily in times of political uncertainty and change. False narratives
campaigns are used by parties and actors both outside and inside conflict
theatres as an effective instrument to achieve their strategic goals. Online
disinformation campaigns can contribute to social and ethnic polarization and
the destruction of sodial ties by enabling echo chambers®of like-minded groups

@ Ibid, 13-14.

BIUN, Policy on Information Integrity in Peacekeeping Settings (New York: United Nations, 2024), 7

“ An echo chamber is an environment where people are primarily exposed to opinions, information, or beliefs
that reflect and reinforce their own. In an echo chamber, dissenting views are underrepresented or actively
excluded, which can lead to the amplification of bias, misinformation, or extreme viewpoints.
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and sabotaging horizontal connections between individuals on either side of a
conflict, with impacts on different age and social groups®.

MDMH is an essential instrument for such actors because it could be effectively
used to influence and shape public opinion, spreading confusion and insecurity.
According to the UN policy on Information Integrity in Peacekeeping Settings, the
most common used digital tactics may include Al generated content, inauthentic
social media accounts or news portals, astroturfing, copy-paste, rapid link
sharing, typo squatting and conspiracy theories. Real-world actions may, for
example, include forged documents, orchestrated demonstrations and the use
of front organisations or agents of influence®.

False and harmful information pose serious risks to political freedoms and civic
space, fostering polarization and undermining trust in institutions. To put it
bluntly: it's reasonable to conclude that there is an inverse correlation between
increased MDMH and political freedoms™. Fake narratives can suppress civic
engagement and distort political processes through manipulated narratives,
significantly impacting participation in political processes. In peace operations,
disinformation may target missions by weakening public support, disrupting

®lbid, 8-9.
®1lbid, 10.11.
Ppid, 9.
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government cooperation, or provoking hostility toward peacekeepers. Women
and minority personnel are especially vulnerable, often targeted with hate
speech aimed at delegitimizing their roles and threatening their safety.

MDMH also puts gender equality at risk reinforcing prejudices, bias and building
structural and systemic barriers against it. Women and gender-diverse
individuals are often silenced or attacked through technology facilitated abuse,
limiting their full political participation. In conflict zones, where women rely more
on word-of-mouth information, they face unique exposure to misleading
content. False narratives campaigns have been used to sabotage peace efforts,
derail negotiations and incite violence, endangering not only missions, but also
civilians under protection mandates.

LEGAL FRAMEWORKS AND ETHICAL BOUNDARIES

How can we limit, or even prevent, the widespread and effortless dissemination
of false and hate-filled content through information channels, both online and
offline, across the globe? Unfortunately, addressing this question is far from
straightforward, as it touches on complex legal, technological, and societal
dimensions that lack simple or uniform solutions. The two main problems on
which | want to focus in this paragraph are first, the applicability of both
International Humanitarian Rights Law (IHRL) and International Humanitarian
Law (IHL) countering MDMH; second, the different treatment of misinformation,
disinformation (as well as malinformation), and hate speeches from a legal point
of view. These two issues can and should be addressed simultaneously, which is
precisely the approach taken in this paragraph.

The right to freedom of opinion and expression is enshrined in article 19 of both
the Universal Declaration of Human Rights: “Everyone has the right to freedom
of opinion and expression; this right includes freedom to hold opinions without
interference and to seek, receive and impart information and ideas through any media
and regardlless of frontiers™ and of the International Covenant on Civil and Political
Rights: “Everyone shall have the right to hold opinions without interference.

®lbid, 10.11.
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Everyone shall have the right to freedom of expression; this right shall include freedom
to seek, receive and impart information and ideas of all kinds, regardless of frontiers,
either orally, in writing or in print, in the form of art, or through any other media of his
choice.

The exercise of the rights provided for in paragraph 2 of this article carries with it speciol
duties and responsibilities. It may therefore be subject to certain restrictions, but these
shall only be such as are provided by low and are necessary: (a)For respect of the rights
or reputations of others; (b) For the protection of national security or of public order
(order public), or of public health or morals'®. There are two more dlarifications that |
must do looking at this last citation: the principle of legality requires that
restrictions made by laws should be clear, precise and public and do not confer
undue discretion on officials. Otherwise, the principle of necessity requires that
restrictions should be proportionate and narrowly construed to achieve the
legitimate aims set out in article 19 of the Covenant.

According to these two basis articles, under the IHRL, which applies in both
conflict and non-conflict situations, any advocacy of national, racial or religious
hatred that constitutes incitement to discrimination, hostility or violence should
be prohibited. By comparing the two articles with the definitions of the
components of MDMH, we can observe that, under the broad umbrella of
International Human Rights Law, hate speech can lead to restrictions on freedom
of expression for those who engage in sharing such content, both online and
offline. The same, however, does not apply to misinformation, disinformation,
and malinformation, which do not constitute valid grounds for limiting freedom
of expression. In fact, the false or manipulation of information alone is insufficient
to justify such restrictions. As said before, International Human Rights Law
prohibits incitement to discrimination, hostility, and violence, with criminalization
required in particularly serious cases. Article 4 of the International Convention on
the Elimination of All Forms of Racial Discrimination (ICERD) obliges States to
criminalize the dissemination of ideas based on racial superiority or hate. In times
of emergency that threaten the life of the nation, States may derogate from
certain rights, including freedom of expression, as permitted under international

® Ibid, 9.
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law. However, such derogations are subject to strict conditions: they must be
necessary, proportionate, time-limited, non-discriminatory, and consistent with
other international obligations. Importantly, no derogation may aim to destroy
the essence of the right itself. Even in emergencies, the essence of freedom of
expression must remain protected. Moreover, freedom of opinion always enjoys
absolute protection, including during war or crisis. Coercive or non-consensual
manipulation of individuals thought processes (such as indoctrination or
algorithmic microtargeting that amplifies disinformation) violates this right,
infringing the cognitive autonomy safeguarded by international law.

International humanitarian law (IHL), which only applies during conflict situations,
has traditionally adopted a permissive stance toward information manipulation
during armed conflict. Tactics such as disinformation, propaganda, and
psychological operations and other methods to manipulate information and
weaken adversaries are not inherently unlawful. However, IHL does impose
specific limits: acts of perfidy (any kind of acts committed when a person invokes
the provisions of the Geneva Conventions that are meant for the protection of
persons, with the intent to betray, kill, injure, or capture an adversary)'?, threats
intended to terrorize civilian populations, incitement to war crimes, and
inhumane or degrading treatment of protected persons are strictly prohibited,
regardless of the medium, including digital and social media. These prohibitions
also extend to campaigns involving disinformation or incitement. Nevertheless,
some experts question whether current legal protections are adequate to
address the evolving scale and civilian impact of digital disinformation in conflict
settings, raising important concerns for future consideration by States, UN
bodies, and international legal frameworks. Until now, limitations on speech and
expression were - and in my opinion, will be - only rarely the appropriate avenue
for addressing instances of MDH.

Looking above and following the line drawn by the Special Rapporteur of United
Nations on the promotion and protection of the right to freedom of opinion and
expression, it's important to underline that “the concurrent application of both

19"Perfidy," Guide to Humanitarian Law, accessed August 5, 2025, https:/guide-humanitarian-law.org/content/article/3/perfidy/.
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regimes thus provides the scope for a calibrated approach” (United Nations,
2022). Thus, the concurrent application of both IHRL and IHL is essential
toenhance the protection and guarantee of freedom of opinion and expression,
especially in conflict situations.

COUNTERMEASURES

As previously stated, the proliferation of MDMH represents a significant threat to
the integrity and effectiveness of United Nations (UN) peace operations.
Following the United Nations strategy to counter this phenomena, strategic
communications have emerged as a primary vehicle for counter MDMH
especially during peace operations. As stated in the Policy on Strategic
Communications in Peace Operations published on June 2024, strategic
communications are not peripheral functions but “a political and operational
necessity” that must be fully integrated into planning and risk management by
“addressing misinformation, disinformation, malinformation and hate speech
(MDMHY™ (United Nations, 2024). Each mission is required to develop a mission
wide communication strategy aligned with mission objectives and goals.

The planning of this process should be done looking at both the local information
ecosystem, and the international ecosystem. It's important for the mission to
constantly evaluate the use of specific platforms and communication channels to
measure the impact of the narration of key messages. Two of the key new
elements introduced by the 2024 UN Strategic Communication policy, are on
one hand the shift in perspective, which no longer focuses solely on external
communication, but also recognizes the importance of internal communication
in monitoring the dissemination of sensitive content that could be a threat for the
mission's mandate and the safety of deployed personnel. On the other hand, the
introduction of a new gender-responsive approach that include the voices and
experiences of women, men, girls, boys, and other identity groups, but also
actively avoid reinforcing gender biases or harmful social norms.

MDMH is not only a reputational threat. It is a direct security threat. Hate speech

" United Nations, Policy on Strategic Communications in Peace Operations, Ref. DPO 2024.04 / DPPA 2024.01 (New York: United
Nations, 2024), 4.
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and targeted disinformation can incite violence against peacekeepers or
vulnerable communities. The UN Handbook on Protection of Civilians, published
in 2020, highlights that strategic communications must serve to inform, influence
and engage communities in ways that strengthen the mission's protection role™'?,
UN presents several instruments and targets that a mission should use to
implement Strategic Commmunication strategies. Those activities could include
community engagement sessions to correct misinformation; clarification of the
mission's protection roles and limits; use of trusted local channels (elders,
religious leaders, community radio) for message dissemination; crisis
communications plans tailored for disinformation-induced unrest™. The use of
such activities must be adapted to the context that the mission is facing, and, in
addition, there are several actors that should be integrated in every mission
planning as targets: the host state, other protection actors that operate along
with the UN mission, communities at risk, perpetrators of violence and their
direct and indirect sponsors, and international and national media.

To ensure this process remains effective and adaptable to rapid change, the UN
policy on Information Integrity, published in December 2024, provides an
instrument capable of supporting every kind of Peace Operation missions: the
monitoring, analysis, response and evaluation cycle™,

Analyse
(& Report)
o

Monitor Info Respond
(& Report) Environment (& Report)

Evaluate
(& Report)

12 UN Department of Peace Operations, Protection of Civilians in United Nations Peacekeeping: Handbook (New York: UN, 2020), 69.
3 lbid, pp. 74-76.
" United Nations, Policy on Information Integrity in Peacekeeping Settings (New York: United Nations, 2024), 11.

,

7
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This cycle, applied to the MDMH, covers the entire information environment,
proactively identifying instances of misinformation,  disinformation,
malinformation or hate speech that may pose a threat to the mission, the
mandate or also to the local communities. This process is applied using the so-
called “ABC” Framework, which is a deep analysis of: actors involved in the
proliferation of false content, behaviour consistent with info manipulation tactics
and narrative content to have a basic idea of the anatomy of harmful
information. Other two additional important factors that must be analysed are:
the distribution (also called degree or audience), and the effect (so the impact of
those content). According to this, is quite evident that the cooperation among
mission planning, competent sections for communication (DPO Information
Integrity Unit and DPO Strategic Communication Section) and the Mission
Intelligence is fundamental.

Efforts to counter MDMH extend beyond public information and intelligence
offices. The 2024 Policy mandates a whole-of-mission approach, designating
strategic communications as a leadership responsibility. Heads of Mission and
Chiefs of Strategic Communications are integrated into risk management,
conduct and discipline, and security working groups to enable anticipatory and
coordinated responses’™,

Across various operation theatres in which UN are operating, cases of
misinformation, disinformation, hate speech and malinformation against
peacekeepers and local populations are very frequent. Missions have responded
with tailored strategies, integrating community engagement, digital monitoring,
and strategic communications to mitigate these risks in real time. For example, in
the Democratic Republic of the Congo (DRC), MONUSCO has repeatedly faced
disinformation campaigns accusing peacekeepers of colluding with armed
groups, failing to protect civilians, and even spreading diseases especially during
the Ebola outbreak from 2019 to 2020. These narratives triggered violent
protests and direct attacks on UN compounds, resulting in casualties among
both peacekeepers and civilians.

"IUN Department of Peace Operations, Protection of Civilians in UN Peacekeeping: Handbook (New York: UN, 2020), 69-72.
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MONUSCO responded by intensifying its risk communication efforts, scaled up
community outreach, and partnered with local media to debunk harmful
rumours and promote accurate information™™. In South Kivu, military and police
units received specific training to recognize disinformation trends during unrest
and support rapid-response communication via mobile loudspeakers and
trusted radio partners. In Mali, MINUSMA has faced sustained and politically
weaponized disinformation portraying the UN as aligned with foreign agendas or
complicit in local insecurity. These narratives have been leveraged by anti-
transition forces to undermine public support. The mission has responded by
reinforcing strategic communications through religious leaders, women's
groups, and independent journalists, trusted actors capable of restoring trust to
the UN mission and personnel at the community level™”.

In a broader humanitarian context, UNHCR launched the “Trust the Toucan”
campaign in 2023 to tackle misinformation about the dangerous Darién Gap
migration route between Colombia and Panama. Many migrants rely on social
media, particularly on TikTok and Facebook, where smugglers and influencers
downplay the journeys risks. UNHCRs campaign disseminates survivor
testimonies in multiple languages and allows users to verify information, access
services, and report emergencies. In one instance, a viral video led to the rescue
of a woman injured in the jungle with two children. By operating directly within
the digital ecosystems where MDMH spreads, the campaign exemplifies a
flexible and community-driven approach to information integrity".

The United Nations' strategic, holisticc and locally grounded approach to
countering these threats is a critical aspect of modern peacekeeping. Lessons
learned from the contexts presented above, underscore the importance of
adaptability, trust-building, and integrated mission communication. As digital
ecosystems continue to evolve, the same must the tools, the partnerships, and
the reflexes of peace operations to safeguard their legitimacy and efficacy. What
worries most is that these are all responses that came after the problem arose. In
my opinion, this denotes a risk for the future.

7TUN Department of Peace Operations, Protection of Civilians in UN Peacekeeping: Handbook (New York: United Nations, 2020), 70.
¥I"Social Media Campaign Tackles Misinformation about Treacherous Darién Jungle," UNHCR,
https//Avww.unhcr.org/news/stories/social-media-campaign-tackles-misinformation-about-treacherous-darien-jungle.
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The rapid evolution of Artificial Intelligence, and particularly of generative Al
represents an incremental factor in the proliferation of MDMH threats.
Deepfakes, synthetic media, and Al-driven automated accounts are increasingly
used to fabricate convincing narratives, manipulate public opinion, and
undermine the legitimacy of peace operations. The international community
must therefore prepare to address not only traditional forms of misinformation
and disinformation, but also the misuse of Al as a force multiplier of harmful
content.

This requires a proactive and multi-stakeholder approach: enhancing dialogue
and cooperation with Al developers to promote safeguards and ethical
standards; engaging with NGOs, which play a crucial role as trusted voices within
local communities and can act as powerful amplifiers of counter - narratives;
and strengthening partnerships with global centres of excellence that provide
training and expertise to mission personnel. Building resilience against Al-
enabled manipulation is essential to ensure that peacekeepers can anticipate,
identify, and neutralize a line of evolution that information threats could run in
the imminent future.

As we have seen until now, to safeguard peace operations from the corrosive
effects of MDMH, several actions are crucial. The problem is that MDMH is a
phenomenon that is always changing, adapting to the particularities of the
context and following (and sometimes guiding) the transformation and
innovations of new information channels. International organizations must be
able to anticipate these transformations, reacting faster than the producers of
false and harmful information. To do so, its important that UN and its
departments responsible for the communication, should implement the existent
policies, developing new frameworks and new collaborations with other
international organizations, public and private, to improve a common strategy to
counter MDMH. Most importantly, UN should try to invest in anticipatory analysis
of the information environment, building a digital literacy of mission personnel
and local populations according to the context in which the mission is going to
operate ensuring that mission narratives remain grounded in the local context
and inclusive.
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fEstablish rapid-response mechanisms for information incidents. Promote
partnerships with tech companies, journalists, and NGOs to detect and disrupt
hostile campaigns.

CONCLUSIONS
As the digital battlefield evolves, so must the strategies of those working to
maintain peace.

Disinformation is not merely a technical problem. It's a political and operational
challenge that affects the legitimacy and security of international peace
operations. In this new landscape, the new UN approach on strategic
communication and information integrity becomes a form of operational
defence, requiring foresight, coordination, and ethical clarity. To fulfil their
mandates, peace operations must not only manage boots on the ground, but
also narratives in the cloud. Trying to anticipate the evolution of the spread of
false and misleading information to protect, first and foremost, the integrity of
mission personnel and local populations, and ultimately, the mission mandate
and the international reputation of UN interventions.

In this context, strengthening cooperation with international centres of
excellence, such as the Centre of Excellence for Stability Police Units (COESPU),
would be highly appropriate to enhance the training of deployed units in
countering these emerging systems of disinformation and hate speech. These
partnerships can provide crucial technical, operational, and doctrinal support to
ensure that peacekeepers are equipped not only to maintain order on the
ground, but also to recognize and respond to information threats in real time.

Equally essential is the development of a cooperative relationship on the ground
with non-governmental organizations and local leaders with significant media
influence. Their proximity to the population and ability to act as trusted
interlocutors make them indispensable allies in identifying, countering, and
mitigating the effects of disinformation campaigns. Their engagement
contributes directly to building local resilience, maintaining public trust, and
ultimately, supporting the implementation of the mission’s mandate
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At the same time, the evolution of modern communication systems should be
analysed and studied to prevent any risk of linkage between MDMH users and
new technologies (such as generative Al systems). To achieve this objective, it's
fundamental to establish a dialogue between National and international
institutions and private developer companies, to create a common policy that
might build the basis for the future development of new technologies.

Today it seems clear that the future of both peacekeeping and PoC missions will
depend not only on legal and tactical military aspects, but also on the ability to
manage the information battle. We must be ready to counter this threat.
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New Threat Rapidly Rising in
Post-Conflict Scenarios

Information Integrity, Peace, and Power: How MDH Shapes Conflicts,
Governance, and Democratic Resilience
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In the shifting landscape of post-conflict stabilization, a new battlefield has
emerged, one not defined by territorial control or weapons, but by trust and
perception. This article explores the rising threat of MDH (Misinformation,
Disinformation, and Hate Speech) in many different contexts and how modern
peace operations propose and integrate ethical, and innovative strategies for
safeguarding the nature of information as a main part of sustainable peace.

ABSTRACT

In contemporary post-conflict contexts, instability is no longer sustained only by
violence on the ground but by artificial distortions that manipulate perception
and trust. MDH (Misinformation, Disinformation, and Hate Speech) has
emerged as a structural challenge to peace operations, eroding legitimacy,
cohesion, and public confidence. This paper analyses the evolution of MDH as a
hybrid threat and examines the United Nations’ and NATO's growing response
through integrated communication systems, community engagement, and
technological innovation. Drawing on lessons from UNIFIL, MINUSCA,
MINUSMA, MONUSCO, and KFOR, it outlines both operational failures and best
practices, highlighting how coordinated communication and local participation
can reinforce resilience.

Beyond peacekeeping, however, MDH has also shaped political crises in Egypt,
Tunisia, Ukraine, Myanmar, and Turkey, where manipulated narratives and
online incitement have accelerated polarization and, in some cases, legitimized
violence.

The analysis culminates in the proposal of the PDRR model (Prevent, Detect,
Respond, and Resilience) as a practical and ethical framework for future peace
operations and democratic governance alike, emphasizing that countering MDH
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is not merely a technical mission but a moral imperative to protect the truth as a
founding pillar of peace.

WHAT THEORY SAYS

In today's post-conflict environments, stability is threatened not just by clear
enemies, as armed groups or similar, but by a less visible adversary, a mixture
composed of falsehoods, distortions, and hate. Known as MDH (Misinformation,
Disinformation, and Hate Speech) it reshapes how peacekeeping missions
understand and manage security.

Each component of MDH has a unique purpose: misinformation spreads
falsehoods without harmful intent; disinformation fabricates content to deceive
and hate speech exploits identity-based divisions to explode violence. Until 2024,
the framework of MDH also included the concept of malinformation, defined as
the intentional “weaponization of truth to harm”, that is the dissemination of
accurate information with the deliberate purpose of exposing sensitive
vulnerabilities of a target. This strategy was deleted in the acronym but not re-
classified as subcategory of disinformation, it became an integrated part of
disinformation because the deceiving purpose was common in both. The
nature of the harmful intention didn't change, only the nature of the information
is different.

The conceptual foundations of MDH can be traced back to the firsts
propaganda studies by Harold Lasswell (Propaganda Technique in the World
War, 1927) and Jacques Ellul (Propaganda: The Formation of Men's Attitudes,
1965). Its contemporary rediscovery followed the digital revolution of the 2010s,
when online engagement became a new insidious field. NATO's STRATCOM
Centre of Excellence and the Atlantic Council analyzed how bot networks and
troll farms, both state-sponsored and non-state actors, manipulated social
media algorithms to amplify divisive and controversial narratives.

In this environment, algorithms act as invisible speedster, rewarding outrage, not
accuracy. As one NATO analyst aptly noted, “The algorithm doesn't know what
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hate is, it only knows what keeps you scrolling” (STRATCOMCOE, 2023). This
algorithmic bias transformed the information space into a hybrid domain of
influence, which can be no longer ignored by peacekeepers.

WEAKNESSES DETECTED

Despite increased awareness, many UN missions still struggle to counter MDH
effectively, we can observe three weaknesses that mainly seem to explain this
gap.

First, the lacking credible information or “vacatio informativa”, it appears when
institutional communication is slow or inconsistent, leading the rumors to fill the
void. Communities deprived of contextualized updates create their own
narratives, usually emotional, speculative, and of course destructive. Silence, in
these cases, becomes an accelerant of disinformation.

Second, “algorithmic amplification” escalates disinformation at machine speed,
and for this reason within minutes, falsehoods can become “truth” through
automated sharing, helped by easy strong emotion speed. Peace operations,
bounded by strict protocols, often lose the race. The asymmetrical difference
between decentralized falsehood and centralized truth remains one of
peacekeeping's greatest vulnerabilities.

Third, disinformation grows more when it interacts with already existing
grievances and a simple lateness in aid delivery or a cultural misunderstanding
can become gasoline which will be spread online as discrimination or hostility.
Usually when false narratives fuse with genuine frustration, they become almost
immune to correction.

GOOD PRACTICES FOR COUNTEROFFENSIVE

If MDH feeds on confusion and distrust, its antidote lies in three pillar concepts:
coherence, speed, and credibility.

One of the most promising innovations in countering MDH effect is the creation
of whole-of-mission communication cells (integrating civilian, military, and
analytical actors) which ensures a unified narrative and eliminates controversial
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interpretation. Supporting these structures, information war-rooms now fuse
data from social media, community radio, and local engagement to detect
manipulation before falsehoods spread.

At the community level, two-way engagement platforms (radio call-ins,
WhatsApp hotlines, and mobile listening posts) allow direct communication in
local languages. These tools both disseminate verified information and catch
feedback that reinforces mutual trust. The Comprehensive Performance
Assessment System (CPAS) now includes communication impact metrics
(accuracy, transparency, empathy) as core operational indicators.

The harshest frontier in this new era battlefield lies in algorithmic
countermeasures, in which Al-assisted dashboards can detect coordinated
inauthentic behavior, track fabricated news, and report divisive trends (UNU,
2023). Partnerships with digital platforms (modeled after the EU Code of Practice
on Disinformation, 2022) allow rapid labeling of false content and temporary
deactivation of bots during crises.

Ultimately, credibility remains the founding stone, based on ethical
communication (truthful, transparent, and humble), it strengthens the fragile
trust between peacekeepers and local communities.

PEACEKEEPING MISSION'S CASE STUDIES

Across UN and NATO missions, the success of counter-MDH strategies depends
on speed, coordination, and authenticity.

In Lebanon, UNIFIL demonstrated how sustained engagement can neutralize
misinformation, thanks to “Radio UNIFIL,” direct meetings with village leaders,
and transparent patrol reporting, the mission preemptively defused rumors that
it was “taking sides.” The broadcasts were not only reactive but pre-emptive:
when regional tensions rose, the mission aired clarifications and factual updates
before misinformation could spread. According to “UNIFIL's Civil Affairs Annual
Review 2022, this approach reduced rumor-driven incidents (by nearly 40
percent) demonstrating that strategic transparency can prevent rather
perception crises. These broadcasts became cognitive firewalls, good strategy of
pre-bunking disinformation before it spread (UNIFIL Review, 2022).
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In Cyprus, UNFICYP maintained trust by communicating bilingually in Greek and
Turkish, countering rumors that threatened intercommunal relations, and
organizing live radio debates with journalists from both communities. In this way
the mission ensured that disinformation about ceasefire violations or border
incidents was corrected within hours. Transparency and linguistic inclusivity
proved to be strategic tools in maintaining peace.

The “UNFICYP Public Information Office Report 2023" notes that this kind of
inclusivity transformed information sharing into a confidence-building measure.
(UNFICYP, 2023).

In the Central African Republic, MINUSCA introduced one of the most innovative
systems: the Community Alert Network (CAN), which integrated local radio with
realtime field reporting. When social media posts accused peacekeepers of
assisting rebel factions in 2023, CAN triggered immediate broadcasts in Sango
and French, followed by verified images from field commanders, rapidly
debunking online claims that peacekeepers helped rebels. In a very similar way
to the Lebanese case, the mission’s response transformed local radio into an
instrument of crisis prevention, because the misinformation was neutralized
before exploding in violence. (MINUSCA, 2023).

In Mali, MINUSMA, working with UN Global Pulse, tested Digjtal Peacebuilding
Labs, small-scale analytical hubs that trained local journalists in digital verification
and monitored online narratives through Al-assisted detection for dangerously
deceiving trends. In this multiple way of information analysis is possible to
counter in very effective way hate narratives from many different sources. When
anti-UN hashtags spread in early 2023, these labs countered them with verified
data visualizations and human-interest stories showing the real mission’'simpact.
These micro-laboratories became early examples of the “forensic media labs”
concept now gaining traction: local, fast, adaptive, and rooted in partnership with
communities.

In Kosovo, KFOR (under NATO command) adopted a hybrid strategy merging
information operation with public affairs. Working with the NATO STRATCOM
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Centre of Excellence in Riga, it developed “reassurance patrols” combining real-
world engagement with online narrative tracking. This approach reduced online
hostility following local tensions, and at the same time it showed the
synchronization between field and digital presence. (STRATCOMCOE, 2023).

Not all missions gain success in the fight against MDH obstacle, failure is always
around the corner.

By contrast, UNMISS in South Sudan demonstrates how silence can be fatal,
after that repeated outbreaks of violence in 2022-2023 increased, it began a
cascade of social media posts which accused falsely peacekeepers of being
useless in avoiding this escalation. The absence of an immediate and coherent
response enabled these narratives to shape public opinion before facts were
verified. The main mistake in these episodes was the late communication which
allows the uncontrolled dominion of hostile narratives.

Similarly, MONUSCO in the DRC (Democratic Republic of Congo) has made
significant progress with its social media Monitoring Unit, combining OSINT
analysis and local journalists' input to identify coordinated disinformation
campaigns. However, persistent gaps and miscoordination between civilian and
military messaging have at times allowed hostile actors to exploit unchecked
disinformation. The 2023 Public Information Division Report calls for stronger
integration to close this operational vulnerability.

And MINUSMA too, while innovative in its pilots, suffered from waves of
online hostility amplified by political actors and foreign networks portraying
peacekeepers as occupiers.

Across all these theatres, one lesson emerged more than others, when missions
anticipate narratives, they preserve legitimacy and trust, instead if they react too
late, they lose it.

ADDRESSING PRACTICES AND STRATEGIES TO IMPROVE
The future of peace operations lies not in reaction but anticipation, for this
reason the next generation of missions must combine behavioral science,
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community participation, and digital literacy to build cognitive resilience.

Among emerging practices, information vaccines (a fusion of pre-bunking and
gamification) will train peacekeepers and civilians together to spot manipulation.
Through workshops or mobile simulations, participants will learn how to
recognize logical fallacies and false attribution before encountering real
misinformation. The vaccine of this new era will be cognitive, this way to interact
is useful also to increase the trust building between locals and mission's
personnel.

Financial and logistical support for local fact-checkers and journalists helps to
rebuild the local information economy and to provide credible alternatives to
false propaganda. Training programs and open-source verification tools can be
very helpful for sustainable partnerships with independent media (SIPRI, 2023).
A possible innovation to improve during the pre-deployment trainings are the
“narrative audits’, based on charting local rumors, sensitivities and influential
voices, this allows missions to anticipate weaponized stories and create
messages with cultural sensitivity.

At the technical level, forensic media laboratories within missions allow real-time
verification of images, audio, and videos, allowing immediate response to
manipulated content.

Meanwhile, data diplomacy compacts among the UN, EU, and NATO can
formalize emergency protocols for content moderation and data sharing during
crisis, under human-rights safeguards (UN Global Pulse, 2023).

All these initiatives will mark a strategic evolution, from defending against lies to
empowering societies to prevent and to recognize them. In this new era,
defense and prevention are still not enough together to fight MDH threat,
resilience too must become integrated part in peacekeeping missions.

THE PDRR MODEL: PREVENT, DETECT, RESPOND, RESILIENCE

To confront this reality, peace operations need more than the initiatives, they
need a possible innovative model to address MDH's threat and to reach the
supposed goal. | think it is the moment to think of a new framework (inspired by
what was analyzed before) to counter this problem, going over the isolated
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reactions to a continuous cycle of protection and learning. The PDRR model
embodies the strategic hypothetical way for control MDH threats.

“Prevention” means anticipating vulnerabilities before they explode,
through narrative audits conducted before deployment, missions will be able to
map local narratives and rumors. This step should be based on pre-bunking
campaigns (short, interactive pieces of communication that expose
manipulation techniques before they spread) and coupled with digital literacy
programs for both peacekeepers and locals. Partnerships with community
radio, faith leaders, and NGOs need to be reinforced, to widen the reach of
verified information.

“Detection” functions as the mission’s information intelligence layer, through
multimodal war-rooms which will integrate OSINT, social-media analytics, and
community reporting to expose manipulation. Under emerging data-diplomacy
agreements between the UN, EU, and NATO, missions can access shared
verification channels for rapid confirmation of suspicious deceiving content. This
integration will turn detection into both technical and diplomatic action.
“Response” translates analysis into action, when verified counter-narratives are
deployed within hours through trusted local voices (via radio, infographics, and
trusted community voices). Each response follows the principle of
Communicating as One, ensuring consistency across civilian, police, and military
components.

Decentralized communication related to community voices reinforces
legitimacy, far better than top-down messaging, and counters falsehoods
without increasing polarization.

“Resilience” ensures long-term adaptation through continuous institutional
learning, continuous training, team simulation and after-action reviews, all these
will incorporate information integrity into the mission's DNA. Informational
resilience indicators (as trust levels, comprehension, participation) join traditional
metrics like ceasefire compliance or civilian protection. Micro-grants for local
journalists and community fact-checkers reinforce independent verification
networks, ensuring sustainability beyond mission mandates.

The PDRR model is a living process, which reframes MDH, because itis based on
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turning prevention, detection, response, and resilience into a single endless
operational loop. Each phase supports the following: prevention builds
awareness, detection refines intelligence, response restores trust, and resilience
preserves it.

ETHICAL AND MORAL CHALLENGES

The greatest risk in fighting falsehoods lies in perception, because even well-
intentioned fact-checking can appear as censorship in polarized environments.
Neutrality must be always visible, and interventions must rely on verifiable
evidence and transparent reasoning.

Speed is vital since disinformation spreads in seconds but being in a hurry
without accountability can silence legitimate voices. Missions should therefore
maintain rapid response capacity while preserving review mechanisms to avoid
ethical problems.

Digital monitoring introduces another dilemma, data privacy, where adherence
to the UN Data Protection and Privacy Principles (2018) is essential, and data
collection must remain anonymized and purpose bound.

Ethical coherence, the vital alignment between message and action, determines
credibility for peacekeepers, for this reason no amount of communication can
mask operational failures, truth must be lived and shown as much as spoken.

MDH IN HARD SCENARIOS: CONFLICT, FRAGILITY, AND SYSTEMIC
EROSION

In the last decade, MDH has evolved from a background factor to a central
catalyst in conflict and fragile-state dynamics. In contexts featured by weak
institutions, socio-political tensions, or economic stress, misinformation,
disinformation, and hate speech can erase weak stability. Empirical research
conducted by V-Dem and Freedom House™ shows a strict correlation
betweeninformational disorder and democratic decline: in the past decade, 72%

™ Freedom House, established in 1941, determines political rights and civil liberties on a scale from 0 to 100. Scores above 70 are
considered “Free,” 35-69 “Partly Free,” and below 35 “Not Free.”

V-Dem (Varieties of Democracy), coordinated by the University of Gothenburg, applies a multidimensional methodology with over 400
indicators to determine electoral integrity, freedom of expression, equality before the law, and transparency. Its Liberal Democracy
Index ranges from 0 (autocracy) to 1 (full democracy).
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of countries experiencing a democratic backslide also recorded major incidents
of disinformation-fueled unrest or identity-driven hate speech. MDH grows in
fragility gaps, when citizens perceive institutions as opaque or unresponsive,
rumors fill the void, as Egypt between 2011 and 2013 already demonstrated.

ALGORITHMIC AMPLIFICATION AND THE POLITICS OF EMOTION

According to NATO STRATCOMCOE's 2023 report the role of algorithms in
shaping public opinion, emotionally charged content spreads up faster than
neutral information. In conflict zones, this dynamic multiplies the resonance of
hate speech and grievance-based narratives. The “algorithmic bias toward
anger” fuels cycles of polarization that erode trust not only among citizens but
between communities and peace institutions. In hybrid warfare theatres such
as Ukraine and Myanmar, this algorithmic logic has been systematically
exploited.

Russian disinformation campaigns, documented by DFRLab® blend fabricated
videos, half-truths, and manipulated historical memory to disorient domestic
and foreign audiences. In a similar way, Myanmar's military government
exploited Facebook's engagement algorithms to amplify anti-Rohingya hate
speech, an element later reported in the UN's 2018 Human Rights Council
investigation as a feeding factor to ethniccleansing.

FROM POLARIZATION TO INSTITUTIONAL EROSION

V-Dem’s Liberal Democracy Index (updated to 2024) records the sharpest
dedcline in hybrid regimes where MDH narratives discredit electoral integrity or
justify authoritarian measures. Turkey’s Disinformation Law of 2022 shows how
a hybrid political system regulates speechunder the guise of countering
falsehood, and at the same time weaponizing and controlling the truth.

SIPRI calls “Information Entropy” the degradation of shared reality, this loss of
control feed itself in post conflict or fragile contexts by eroding social trust,

¥ “Digital Forensic Research Lab"aThe Atlantic Councils Digital Forensic Research Lab (DFRLab) has operationalized the study of
disinformation by exposing falsehoods and fake news, documenting human rights abuses, and building digital resilience worldwide.
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delegitimizing multiple voices and normalizing violences. MDH shows itself in
these scenarios not only as a symptom of instability but a self-perpetuating
source of it.

COMPARATIVE CASE STUDIES

The comparative analysis of four countries illustrates how MDH operates in each
context using rumors, algorithmic bias and political manipulation.

The Egyptian revolution began as a digital awakening, in which platforms as
Twitter, Facebook, and YouTube became the architecture of dissent,
coordinating mass protests against Hosni Mubarak’s three-decade rule. Yet the
same digital networks that united protesters also fragmented post-revolutionary
legitimacy.

After Mubaraks fall, rumors, doctored videos, and conspiracy theories spread
unchecked, dividing the public between the military, the Muslim Brotherhood
and secular reformists. All of them produced its own “truth.”

Since 2013 social media had transformed from a democratic amplifier into a
propaganda arena, in which Mohamed Morsi was portrayed alternately as a
tyrant or a martyr, allowing the army's return to power to appear as the “will of
the people.”

Egypt's Freedom House score plunged from 46/100 in 2011 to 18/100 in 2024,
while V-Dem's Liberal Democracy Index dropped from 0.32 to 0.09, a decline
that shows how information fragmentation can accelerate authoritarian relapse.

In Ukraine, the war for information preceded the war for territory, because after
the 2014 Maidan uprising and the annexation of Crimea, Russian state media
and online troll farms began circulating narratives framing Kyiv as “fascist” and
the Donbas insurgency as “popular self-defense.” In this situation Deepfakes,
fake casualty photos, and bot-amplified hashtagsflooded the digital sphere.

These hybrid operations, detailed by NATO STRATCOM and DFRLab, were
designed not only to mislead but to exhaust attention, to make citizens doubt
the existence of truth.
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Ukraine's answer was the construction of a civic OSINT ecosystem: volunteers
geolocating troop movements, NGOs verifying videos, and journalists
cooperating with tech experts.

Despite the devastation of the 2022 full-scale invasion, Freedom House (61/100)
and V-Dem (0.53) show that Ukraine remains the region's most resilient
democracy under fire, a rare example where narrative defense has preserved
political legitimacy.

The Myanmar case exposes the deadly intersection of digital incitement and
state complicity, in 2016 military-linked accounts on Facebook orchestrated hate
campaigns against the Rohingya minority, spreading fabricated images, racial
slurs, and calls to violence.

A UN factfinding mission in 2018 declared that Facebook had played a
“determining role” in enabling atrocities. When in 2021 the coup occurred, the
digital environment was already radicalized reinforcing the usual vision of the
military as the savior of national unity against “foreign conspiracies”.

Freedom House rates Myanmar at 8/100, while V-Dem's 0.05 places it among
the world's most closed regimes. This is a textbook case of “algorithmic
complicity,” where digital platforms become silent enablers of genocide and
repression.

Following the failed coup attempt of July 2016, the Turkish government blamed
Gulenist conspirators and used the crisis to restructure the information space.
Thousands of journalists were detained, over 160 media outlets were shut
down, and online censorship became daily routine.

Simultaneously, the AKP deployed digital loyalists and bot networks to dominate
Twitter discourse and defame critics. In 2022, the so-called “Disinformation Law”
criminalized any statement deemed to “distort the truth” effectively
transforming truth into a state monopoly.
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Turkey's Freedom House rating declined from 61/100 in 2010 to 32/100 in 2024,
while V-Dem rushed from 0.54 to 0.25, revealing how narrative engineering and
legal repression consolidate authoritarian resilience under a democratic facade.

COMPARATIVE LESSONS AND REGIONAL PATTERNS

The four cases reveal three distinct but converging trajectories. Where
communication ecosystems are open but unregulated, MDH accelerates
instability, as Egypt demonstrates. Where states monopolize truth,
disinformation mutates into propaganda, Turkey and Myanmar represent this
consolidation at different levels of violence. Where civil society retains
verification capacity, informational resilience resists even under extreme
pressure, as Ukraine has shown.

Between 2010 and 2024, global Freedom House averages fell from 61/100 to
52/100, while V-Dem'’s dataset records the most severe democratic backsliding
in fifty years. MDH, once seen as a side effect of political crisis, now constitutes a
structural driver of political transformation, capable of delegitimizing regimes,
justifying coups, and reinforcing autocracies under a democratic guise.

From Cairo to Naypyidaw, a consistent pattern emerges: narrative precedes
violence. The same digital infrastructure that once empowered civic
engagement now amplifies polarization and control. What these cases
collectively show is that misinformation, disinformation, and hate speech do not
merely mirror instability, they build it. The lesson is not technical but political:
when institutions lose the ability to mediate information, the state itself becomes
ungovernable.

CONCLUSION

In the twentyfirst century, the integrity of information became
inseparable  from the integrity of peace itself. Across both UN-led peace
operations and the wider global landscape, MDH has evolved from a side
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disturbance into a structural determinant of legitimacy and governance.

The experiences analyzed demonstrate that information control now shapes
not only perceptions of conflict but the conflicts themselves. In fragile societies,
disinformation accelerates polarization and delegitimizes institutions. In
authoritarian contexts, it becomes a tool of rule, sustaining regimes through
perception management. Conversely, where civic resilience and participatory
verification exist, as in Ukraine, the informational front can be defended as
effectively as any physical one.

UN and NATO operations have quietly adapted to this reality, shifting from
reactive crisis communication to proactive information governance. The
emerging doctrine of information integrity (now institutionalized in UN DPO
policy, NATO STRATCOM doctrine, and UNESCO's 2023 “Guidelines for
Regulating Digital Platforms”) puts narrative control not as censorship but as
warden of truth.

This transformation, however, brings ethical responsibility, because the defense
against falsehood must never compromise the freedom it seeks to protect.

The proposed PDRR model offers a path forward, by institutionalizing
prevention, detection, response, and resilience as an operational cycle, missions
and states, can transform the information environment from vulnerability into
stability.

It is necessary to recall, within this discussion, how the prevention of the
dissemination of false and unverified information, whether intentional or not,
must never slip into censorship or the denial of free speech.

Freedom of expression is one of the founding values of the Charter of the United
Nations; although it is not explicitty mentioned in the document, it is implied
within the concept of promoting human rights “without distinction as to race,
sex, language, or religion”.

Onlyin 1948, however, was a fundamental step taken to define this inalienable
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right more clearly from a legal perspective, with the adoption of the Universal
Declaration of Human Rights (UDHR), in which Article 19 states that “everyone
has the right to freedom of opinion and expression.” Thus, not only is the act of
speaking freely protected, but also the right to seek, receive, and diffuse
information.

The recognition contained in this document carries a primarily moral rather than
legal value; it is only in 1966 that it acquires binding legal force through the
International Covenant on Civil and Political Rights. In this latter document,
freedom of expression becomes a legally enforceable right for the States that
ratify the treaty.

Freedom of speech is regarded by the United Nations, at a moral level, as a
foundational condition for lasting peace. Without it, there could be no internal
prevention of conflict; without information, there could be no personal
accountability; without dissent, there could be no democracy.

The United Nations defend freedom of speech as a universal value, yet they are
composed of States that often repress it in multiple ways and with
diverse consequences for their own cultures and societies. Freedom of
expression is therefore a value that is morally and legally foundational to the UN,
but whose application and protection remain frequently unequal and conflictual.

Information is a weapon, more insidious and silent. It is a flame that finds its
powder keg in human emotionality. Truth, by its very nature, remains both
singular and mulltiple: it reveals itself as unequal in the message it carries, unjust
to those who will behold it, and ineffective in correcting itself when those who
claim to embody it arrive first.
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ABSTRACT

Human trafficking, particularly forced labor, poses a significant threat to human
security and societal stability. This document explores how the Stability Policing
Community of Practice (SPC) can play a crucial role in combating trafficking by
engaging consumers as active partners and fostering a comprehensive, multi-
level approach that integrates tactical enforcement with strategic prevention and
policy development.

“Being the first to interact with the population, ensuring their security
and basic needs, the Police are the most visible expression of a government;
however, if perceived as inefficient or predatory, they undermine
the legitimacy of the central authorities.”

(BG Giuseppe De Magistris, Former CoESPU Commandant)

For the success of the stability mission, it is essential that the police, as the most
visible manifestation of the state, are perceived as trusted agents actively
involved in all facets of conflict and crime prevention, management, and
resolution. Human trafficking constitutes both a moral violation and a criminal
offense, fostering an environment where other forms of criminal activity wane in
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comparison. If individuals can be trafficked and enslaved as commodities for
trade, then virtually anything else becomes possible. Trafficking and forced labor
become normalized. Therefore, the eradication of human trafficking and forced
labor should be a top priority for the Stability Police Community. For the success
of the stability mission, it is essential that the police, as the most visible
manifestation of the state, are perceived as trusted agents actively involved in all
facets of conflict and crime prevention, management, and resolution. Human
trafficking constitutes both a moral violation and a criminal offense, fostering an
environment where other forms of criminal activity wane in comparison. If
individuals can be trafficked and enslaved as commodities for trade, then
virtually anything else becomes possible. Trafficking and forced labor become
normalized. Therefore, the eradication of human trafficking and forced labor
should be a top priority for the Stability Police Commmunity.

In June 2025, the Center of Excellence for Stability Police Units (CoESPU) held a
three-day conference in Vicenza, Italy, titled "International Conference on Policing
Approaches to Human Security." More than 200 attendees from civil society, the
military, and academia participated in the event. The conference examined how
stability policing can promote human security as a fundamental right and
highlighted various policing strategies that support a human-centered security
environment. The authors of this paper moderated sessions on political,
personal, and community security.

Working group sessions aimed to challenge traditional approaches to
expanding human security, disrupt current thinking, and explore innovative
strategies. This paper, resulting from discussions at the conference, examines
the recommendation to engage citizen consumers as a strategy to decrease
demand for products associated with human trafficking and various forms of
slavery. By bolstering consumer awareness and involvement, the aim is to
contribute to a proactive and comprehensive framework for trafficking
prevention. In this paper, we focus on two recommendations made at the
conference: the need to “Establish specialized multi agency anti-trafficking
entities to provide a comprehensive and disruptive approach”, and “Foster the
development of National Legal Frameworks and Policies to empower law
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enforcement agencies and social assistance institutions while also facilitating
international cooperation™ within a context defined as Neo-slavery.?

NEO-SLAVERY IN THE OPERATIONAL ENVIRONMENT

Neo-slavery, a contemporary form of slavery, has emerged as a phenomenon
often viewed as a normal consequence of global interconnectedness, complex
supply chains, and networks. This issue is directly linked to a global economic
system that can perpetuate a downward spiral in workers' rights and wages.
One of the authors of this paper spent 12 years investigating the phenomenon
of modern-day slavery within the context of international merchant shipping. His
research shows how the employment of migrant labor on vessels registered
under Flags of Convenience may be interpreted as a precursor to neo-slave
labor practices, particularly in a global environment characterized by dynamic
patterns of migration and labor mobility.”

The new form of slavery—forced labor—is both inexpensive and highly
profitable. In a world of fixed costs, labor remains the one expense that can be
easily adjusted. The characteristics of neo-slavery include:

* Relative poverty;

* Alack of hope, combined with a simultaneous desire to cling to hope;

* The relinquishment of human rights to traffickers and illegitimate "employers";
*An absence of defense against the power imbalance between slave and owner;
* The redundancy of labor;

* Mobility and misdirection;

* Isolation from the general public, which is often unaware of the presence of
slaves among them;

« Citizens treated as commodities in the labor marketplace;

» Alienation from both self and society;

M Center of Excellence for Stability Police Units https.//www.linkedin.com/posts/coespu_coespu-policing humansecurity-activity-
7354070640053633024 JHWv2utm_source=share&utm_medium=member_desktop&cm=ACoAAAME
LEB9ao9Fh_synMMrCv6GB3CrEmhSYQ

¥ Thomas Matydk, "Constructing Counter-Narrative: A Key to Challenging Neo-Slavery in the De-Nationalized World of Globalization -
the Shipping Industry and the Case of the MV Agios Minas" (TRANSCEND Research Institute, 2009),
http:/Awww.transcend.org/tri/#tdownloads.

B Thomas Matyok, “The Process of Conducting Qualitative Research Among Highly Transient Labor Populations: Collecting
International Merchant Seafarer Oral Histories, Experiences and Reflections,” *The Qualitative Report* 16, no.4(2011).
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« Individuals regarded solely as economic resources;

Neo-slavery represents a state of forced labor that masks its true nature under a
facade of legitimacy.”

BACKGROUND

The function of Stability Police is essential in contexts characterized by conflict or
post-conflict conditions. Stability Police are tasked with establishing a secure and
stable environment, which is fundamentally important for the advancement of
Human Security. In volatile, uncertain, complex, and ambiguous (VUCA)
situations, threats to Human Security pose considerable challenges that disrupt
social order and diminish both individual and community resilience. Such
dynamics necessitate a comprehensive understanding of the interplay between
security measures and the broader socio-political landscape to effectively foster
stability and resilience.

The core mission of stability police involves more than just traditional policing; it
encompasses a broader spectrum of activities aimed at restoring normalcy and
protecting human rights. This includes patrolling, intelligence gathering, and
conducting investigations into illicit activities, with a particular focus on those that
facilitate human trafficking. Their ability to operate with a blend of military and
civilian policing capabilities allows them to address both security threats and the
underlying factors that contribute to exploitation.”

The Stability Police Community (SPC) performs a crucial role in mitigating the
dangers of human trafficking and forced labor, which often arise from the chaos
and instability of such settings and impact economic, environmental, health,
food, political, personal, and community security.®By maintaining law and order,
stability police create an environment that deters criminal organizations from

¥ Thomas Matyok, “Oppression at Sea: The Price of Invisibility” (unpublished dissertation, Nova Southeastern University, 2004).

BINATO Stability Policing Centre of Excellence, "About Stability Policing," accessed August 22, 2025,
https://www.nspcoe.org/about-us/about-stability-policing/; North Atlantic Treaty Organization, Allied Joint Doctrine
for Stability Policing (AJP-3.22) (Brussels: NATO Standardization Office, 2016).

1 UN, Human Security in Theory and Practice: An Overview of the Human Security Concept and the UN Trust Fund
for Human Security (NY: UN, 2009), 15; UN, Human Security Handbook: An Integrated Approach for the Realization
of the Sustainable Development Goals and the Priority Areas of the International Community (NY: UN, 2016), 7.

41



exploiting vulnerable populations. The SPC engages in community outreach and
capacity building, working with local law enforcement and civil society
organizations.

This collaborative approach helps to strengthen local institutions, raise
awareness about human trafficking and empower communities to resist
exploitation. By fostering trust and cooperation, the SPC contributes to a more
resilient environment where human trafficking and forced labor are less likely to
thrive. The ultimate goal is to create a sustainable, safe, and secure environment
where individuals are free from the threat of modern-day slavery. Trafficking in
Human Beings represents a complex and multifaceted threat that significantly
undermines societal stability. It poses a critical challenge to the establishment of
a safe and secure environment, which is vital for ensuring Human Security. The
consequences of Trafficking in Human Beings (THB) extend beyond individual
victimization, precipitating broader socio-economic disruptions and eroding the
foundational structures that support community integrity and resilience.
Consequently, addressing this hybrid threat is essential for cultivating an
atmosphere that promotes human rights and enhances the overall well-being of
society.

The trafficking of women and girls undoubtedly evokes significant moral outrage
and societal condemnation. The idea of individuals, especially women and girls,
being abducted from their homes and commaodified for the predatory desires of
others is rightly regarded as abhorrent. However, this concentrated focus on the
trafficking of women and girls can overshadow the widespread issue of labor
trafficking that affects men, who frequently endure exploitative slavery
conditions. The merging of sex, labor, and organ trafficking can impede the
creation of targeted, context-specific responses to each type of trafficking” It is
crucial to explore and tackle the entire spectrum of trafficking through focused
strategies. In this paper, we investigate the phenomenon of human trafficking,
specifically, within the context of forced labor. There is no one - size -fits - all

¥ Asif Efrat, “Global Efforts against Human Trafficking: The Misguided Conflation of Sex, Labor, and Organ Trafficking” *International
Studies Perspective* 17 (2016): 34-54.
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template that can be used to battle human trafficking. Responses should be
context specific.

Human trafficking extends beyond mere criminal activity; it fundamentally
violates human rights and poses a significant threat to Human Security,
particularly impacting political, community, and personal security. This paper
focuses on the role of the SPC in raising public awareness and promoting action
to reduce the demand for goods produced through trafficked labor. Additionally,
it will discuss the economic implications of certification as a potential tool for
fostering ethical labor practices and increasing consumer accountability. It is
important to note that this discussion does not intend to provide a
comprehensive analysis of the full spectrum of eradication strategies for human
trafficking.

GOOD INTENTIONS HAVE NOT BEEN GOOD ENOUGH

Despite good intentions, human trafficking persists more than two decades after
the Palermo Protocol, an international agreement which sets out measures to
combat it, was adopted® Impunity remains the norm, with governments
prosecuting fewer than 12,000 of an estimated 25 million cases in 2019.
Trafficking is not just a crime but a cause of other crimes like corruption and
terrorism, generating an estimated $150 billion annually and undervaluing labor,
leading to $19 billion in lost income from unpaid wages? It provides a
competitive advantage, disincentivizing corporate efforts to combat it and
impeding sustainable development.

Human security is crucial for developing security policies, with resilient societies
able to adapt to shocks. National and human security must align with values,
recognizing human trafficking as a major criminal industry that breeds more
crime. Police response is challenging due to training issues and victims'
reluctance to seek help, highlighting the importance of prevention.

® United Nations. 2000. Palermo Protocol. https:/Aww.ohchr.org/en/instruments mechanisms/instruments/protocol-prevent-
suppress-and-punish-trafficking-persons.

® Jamille Bigio and Rachel Vogelstein, "Human Trafficking's Hidden Toll," Foreign Affairs, June 8, 2021,
https:/Aww.foreignaffairs.com/articles/world/2021-06-08/human-traffickings-hidden-toll
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Human trafficking, a term encompassing forced labor, slavery, prostitution, and
exploitation, affects marginalized groups with historically poor police
relationships. With an estimated 25 million victims and a $21 billion industry,"”it
destabilizes societies, fuels corruption, and impedes good governance, making it
a significant market failure.

There is a need for "greater international cooperation, especially in the areas of
prevention, ™ recognizing that human security must follow our values and
ethics. Trafficking in Human Beings is "widely recognized as the second largest
criminal industry worldwide and a fast-growing transnational organized crime"
that enslaves and breeds more crime!'?.,

Human trafficking constitutes a significant contributor to the financing of various
criminal enterprises, particularly thriving in areas affected by conflict, and “most
trafficking in persons is perpetrated by organized crime groups operating in
business or governance types of structures!™  This phenomenon is
exacerbated in environments where the absence of safety and security prevails,
creating conditions conducive to exploitation and organized crime.

The interplay between instability and the proliferation of trafficking activities
necessitates a comprehensive understanding of the socio-political dynamics
within these regions, as well as a multifaceted approach to intervention and
policymaking to combat this pervasive issue. Efforts to combat human trafficking
necessitate significant state intervention, as adherence to international
conventions places the onus of enforcement on the signatory nations.

This dynamic often leads to fragmented enforcement mechanisms,
undermining the effectiveness of these initiatives. Furthermore, it can be argued

19 Jamille Bigio and Rachel B. Vogelstein, Ending Human Trafficking in the Twenty-First Century (New York: Council on Foreign Relations,
2021), https://cdn.cfr.org/sites/default/files/report_pdf/ending-human trafficking-in-the-twenty-first-century_3.pdf.

""Coordinated Approach to Human Trafficking Must Feature Cutting-Edge Tools, Outpace Criminals, Delegates Stress as General
Assembly Concludes High-Level Meeting," United Nations, November 23, 2021, https:/press.un.org/en/2021/ga12388.doc.htm.
02"Roza Pati, "Human Trafficking: An Issue of Human and National Security," University of Miami National Security & Armed Conflict L.
Rev. Symposium Ed. Vol. IV (2013): 29-42.

"3"Roza Pati, "Human Trafficking: An Issue of Human and National Security," University of Miami National Security & Armed Conflict L.
Rev. Symposium Ed. Vol. IV (2013): 29-42.
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that businesses may find it advantageous to overlook the stipulations set forth
by such conventions and legal frameworks to sustain a competitive advantage
within their respective markets. This intersection of regulatory compliance and
market competitiveness raises critical questions about the integrity of anti-
trafficking measures and the responsibilities of various stakeholders in the
mitigation of this pervasive issue.!"”

RISKINDEX

There is a pressing need for a specialized, multi-agency anti-trafficking initiative
capable of conducting comprehensive risk assessments within specific
operational environments. This initiative aims to develop an index that evaluates
businesses compliance with anti-trafficking legal and ethical standards in the
context of human security and human rights. Such an index would enhance
worker protections, establish grievance mechanisms, and promote
independent audits conducted by various public and private agencies.

The findings from this index would be publicly accessible, empowering
regulators, investors, and consumers alike. By making this information readily
available, we can engage consumers as partners in the fight against trafficking,
ultimately making such practices unprofitable.

The Risk Index will serve as a framework for all stakeholders involved in
combating human trafficking, enabling them to reference a unified assessment.
This will allow agencies to act swiftly and strategically against traffickers,
encouraging proactive measures at the community level while circumventing
lengthy top-down processes.

START AT THE BEGINNING
Efforts to combat trafficking continue to emphasize policy and strategic
initiatives. The aim is that what is established and codified in law will trickle

U4 Genevieve LeBaron and Andreas Riihmkorf, "Steering CSR Through Home State Regulation: A Comparison of the UK Modem
Slavery Act and the EU Non-Financial Reporting Directive," Global Policy 10, no. S3 (September 2019): 93-103; Anne T. Gallagher, The
International Law of Human Trafficking (Cambridge: Cambridge University Press, 2010); Kevin Bales and Ron Soodalter, The Slave Next
Door: Human Trafficking and Slavery in America Today (Berkeley: University of California Press, 2009).
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down effectively to eliminate human trafficking and slave labor. Unfortunately,
this has not occurred. We posit that this is largely due to our focus remaining on
trafficking in human beings (THB), which represents the middle, or bridge, of the
slavery continuum. We suggest that while we continue our work to disrupt
trafficking and counteract the criminal enterprises and legitimate businesses that
facilitate human trafficking, we should also prioritize reducing the demand for
products made by trafficked individuals under conditions of slavery.

Demand Modern-

Signal Slavery

Citizens performing their consumer roles can influence legitimate businesses by
appealing to their corporate responsibility. Consumers had an impact on
addressing Apartheid in South Africa. Boycott, Divestment, and Sanctions (BDS)
to pressure Israel and its policies towards Palestinians are examples.

One notable example is Fair Trade, which is designed to empower consumers to
actively combat unfair trade practices. Fair Trade certification ensures that
producers, particularly in developing countries, receive fair compensation and
work under safe conditions. By choosing Fair Trade products, consumers not
only support ethically sourced goods but also contribute to sustainable
development and the betterment of communities. This movement highlights
how consumer awareness and demand can drive companies to adopt more
socially responsible practices.

Additionally, consumers played a pivotal role in addressing Apartheid in South
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Africa. During this time, global citizens organized boycotts of South African goods
and increased awareness about the injustices faced by the Black population.
These collective consumer actions contributed to international pressure on the
South African government and helped in the eventual dismantling of Apartheid.
This instance serves as a powerful reminder of how consumer activism can
influence political and social change.

Similarly, the Boycott, Divestment, and Sanctions (BDS) movement seeks to exert
pressure on Israel regarding its policies toward Palestinians. The BDS movement
calls for individuals and organizations to boycott Israeli products and to divest
from companies that support or benefit from the occupation of Palestinian
territories. By mobilizing consumer power on a global scale, BDS aims to raise
awareness about the situation and advocate for Palestinian rights. This
movement underscores the importance of informed consumer choices in
effecting systemic change.

In each of these instances, the actions of consumers illustrate how engagement
and advocacy can lead to significant social impact. When individuals make
conscious decisions about what to buy—and where to direct their economic
resources—they can help shape a more equitable and just marketplace. These
movements also encourage consumers to become more informed about the
products they purchase and the companies they support, fostering a culture of
corporate accountability and responsibility.

To encourage consumer engagement, it is essential to raise awareness about
where trafficking is taking place and which products are manufactured using
trafficked slave labor. Additionally, it is important for consumers to know which
items are free from forced labor. Implementing a certification process would be
crucial in this regard.

RESPONSIBILITY IN THE BATTLE AGAINST HUMAN TRAFFICKING
The prevalence of human trafficking within organized crime is alarming, with
recent data indicating that " 74% of traffickers operate within business or
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governance-type organized crime groups."™ Establishing a secure supply chain
that is free from the influence of trafficked individuals is crucial for promoting
stability and ensuring a robust human security framework. In this context, SPUs
play a pivotal role in creating a safe environment that fosters economic security
while safeguarding both political and personal safety within communities.

To effectively prevent human trafficking, there is an imperative to focus on the
protection of workers and the establishment of safe supply chains!™ The
operationalization of a comprehensive, whole-of-society response to anti-
trafficking initiatives presents a significant challenge. This is particularly evident
when individual members of society are predominantly in passive roles,
characterized by awareness and reporting of trafficking incidents. The efficacy of
such an approach is largely contingent upon transforming these passive roles
into active engagements.

Achieving this transformation requires a multifaceted strategy that encourages
individuals to transcend mere awareness and reporting, developing into
proactive agents of change. It is essential to implement educational and
community-based initiatives that empower individuals with the knowledge and
skills needed to recognize and combat trafficking effectively. Furthermore,
fostering partnerships among governmental, non governmental, and
community organizations can create a supportive framework conducive to
participation and mobilization across all societal levels.

Leveraging technology and social media platforms can significantly enhance
outreach efforts, enabling individuals to disseminate information and resources
more effectively. By cultivating a culture of vigilance and collective responsibility,
society can foster an environment where individuals feel compelled to assume
active roles in prevention efforts, thereby augmenting the overall anti-trafficking

framework.
Implementing a successful whole-of-society response to anti- trafficking

™ UNODC, Global Report on Trafficking in  Persons 2024: 20. https/Avww.unodc.org/documents/data-and-
analysis/glotip/2024/GLOTIP2024_BOOK pdf.
9 |bid, 3.
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necessitates a paradigm shift from passive awareness to active engagement.
This shift calls for sustained efforts in education, collaboration, and the strategic
use of technology to foster a collective commitment to combating trafficking. A
critical component of this approach is the establishment of a convening
authority capable of unifying disparate elements of society. This article contends
that Stability Police Units (SPU) are well positioned to fulfill this role, effectively
coordinating efforts across various sectors to enhance the overall effectiveness
of anti-trafficking initiatives.

POLICE CANNOT DO IT ALONE

Stability policing plays a crucial role in mitigating threats such as human
trafficking, requiring a multifaceted approach that integrates efforts at various
levels: tactical, operational, strategic, and policy. Each level contributes uniquely
to the overall effectiveness of anti-trafficking initiatives, creating a comprehensive
framework for addressing this pervasive issue.

TACTICAL LEVEL

At the tactical level, stability policing involves direct engagement and immediate
actions that police forces take within communities. These actions may include
regular patrols in high-risk areas, conducting awareness campaigns, and
deploying undercover operations to identify and disrupt trafficking activities. For
instance, police can work dosely with local NGOs to educate vulnerable
populations about the signs of trafficking and available resources for assistance.
By fostering trust between law enforcement and community members, tactical
efforts help create a secure environment where potential victims feel safe to
report abuses. This foundational trust is essential for ensuring effective law
enforcement and community resilience against trafficking networks.

OPERATIONAL LEVEL

Moving to the operational level, the focus shifts to the organizational
frameworks that support tactical initiatives. This involves the coordination
among various police units and collaborations with agencies such as social
services and public health organizations. An effective operational strategy might
include the formation of specialized task forces that facilitate intelligence sharing
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focused on trafficking hotspots. By integrating the resources and expertise of
multiple stakeholders, police can enhance their situational awareness and
respond more effectively to trafficking incidents. Operational efforts also
encompass the development of training programs that equip police officers with
the skills needed to recognize and address the complexities of human trafficking,
thereby improving the quality of immediate interventions.

STRATEGIC LEVEL

At the strategic level, stability policing encompasses long-term objectives that
align with broader national and international security frameworks. Developing
doctrines that emphasize human security enables law enforcement agencies to
shift their focus from traditional crime-fighting methods to a more holistic
approach that prioritizes the prevention of human trafficking. This strategic
perspective is vital for formulating comprehensive prevention measures that
extend beyond law enforcement. For instance, integrating educational initiatives
that address the root causes of trafficking, such as poverty and lack of
opportunity, contributes to a more sustainable solution. Furthermore, strategic
collaborations with international organizations can enhance resource allocation
and share best practices, amplifying the impact of national efforts against
human trafficking,

POLICY LEVEL

Finally, the policy level plays a critical role in shaping the entire framework of
stability policing. The establishment of robust legal frameworks and institutional
guidelines is essential for empowering law enforcement agencies to effectively
combat human trafficking. Policymakers must prioritize reforms that support
inter-agency cooperation, ensuring that law enforcement, social services, and
community organizations can work in unison. Recommendations from key
conferences, such as establishing multi-agency anti-trafficking  entities,
underscore the need for comprehensive policies that align tactical and
operational efforts with strategic objectives. As such, policy development must
be responsive to the evolving nature of human trafficking and adaptive to the
insights derived from on-the-ground experiences.
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The multifaceted nature of stability policing at the tactical, operational, strategic,
and policy levels underscores the necessity of a cohesive approach to combating
human trafficking. Each level is interconnected, with tactical initiatives supported
by operational frameworks, guided by strategic goals, and reinforced by sound
policies. By recognizing and leveraging these interrelationships, the Stability
Police Community can forge a proactive and effective response to the challenges
posed by human trafficking, ultimately contributing to a safer and more just
society.

Stability Police Units alone cannot eradicate human trafficking and modern-day
slavery. However, they can act as the convening authority with conflict-affected
areas to coordinate a whole-of-society approach to countering the trafficking of
human beings and certifying that products produced in the designated
operational environment are free of slave labor. The limited scope of this
approach can allow SPUs to focus on success.

This focused, grassroots-level approach enables local ownership of anti-
trafficking efforts. It is a contextual approach that recognizes and respects local
dynamics, allowing success on the ground to percolate upwards and inform
strategies and policies that effectively combat human trafficking.

Stability Police Units, particularly their Gendarmerie strengths, play a crucial role
in fostering secure environments that promote economic stability and protect
both political and personal physical safety within communities. They are effective
in disrupting human trafficking networks and bolstering law enforcement
initiatives. However, there are challenges.

Members of SPUs characterize their approach to combating crimes such as
human trafficking and forced labor as predominantly reactive, addressing
incidents that have already transpired. Several key leaders within these units
articulated a prevailing sense of lagging behind traffickers, indicating a perceived
inadequacy in their capacity to adapt swiftly to counteract these criminal
enterprises. Furthermore, they contend that traffickers, unencumbered by
bureaucratic constraints and legal frameworks, possess a distinct advantage in
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evading law enforcement efforts. Training individuals to identify and disrupt
trafficking presents significant challenges. Often, this training competes with
other mandatory requirements, potentially preventing it from reaching officers
who have the most direct contact with the public. A common issue noted is that
individuals frequently lack knowledge of the appropriate next steps after a
trafficking crime is reported to them. Several experienced SPU officers observed
that exploited individuals might be reluctant to report crimes due to a perception
that no action will be taken.

Citizens should be actively involved as agents of change in the fight against
human trafficking and forced labor. This involvement should extend beyond
merely acquiring knowledge on the subject and reporting potential trafficking
cases to law enforcement. As consumers—both within and outside areas
affected by conflit—individuals have the power to influence the economic
practices of businesses. This consumer impact can compel companies to
improve their corporate social responsibility initiatives concerning trafficking and
forced labor.

The workshop, sponsored by COESPU recognized that there needs to be a
citizen centric approach that leverages the collective power of the public to
influence corporate practices and global supply networks. When a critical mass
of consumers demands ethical goods, the market adapts, incentivizing
companies to eliminate trafficked labor from their production lines. Ultimately,
reducing the demand for items made with trafficked labor requires not only
legal and policy interventions but also the sustained engagement of an informed
and conscientious citizenry.

THE ROLE OF STABILITY POLICE IN REDUCING DEMAND

Stability Police Units (SPUs) can support a certification process to identify
products from contested areas that are produced without the use of trafficked
labor by:

1. Convening Stakeholders: Stability police, like the Carabinieri and Gendarmerie
type forces resident in the NATO Center of Excellence for Stability Policing, play a
crucial role in conflict-affected areas by acting as a coordinating authority. They
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can bring together various stakeholders to enhance societal stability and
resilience in anti-trafficking efforts.

2. Developing Certification Standards: Utilizing models like GoodWeave
Certification  (https://goodweave.org/about/goodweave-label/), the stability
policing community can establish specific standards for certification.

3. Establishing Verification Mechanisms: Implementing systems with trained
inspectors to verify compliance with these standards.

4. Promoting Certified Products: Engaging in strategic communication to
highlight that the economic value of certified products exceeds that of those
produced using trafficked labor.

5. Building Local Capacity: Strengthening local resources and skills to support
sustainable practices in production and certification.

CONCLUSION

Human trafficking is perpetuated not only by exploitative individuals but also by
a persistent demand for low-cost goods produced through forced labor. This
phenomenon underscores the significance of consumer behavior as a critical
factor in combating trafficking. Engaging consumers as ethical participants who
demand transparency and advocate for anti-trafficking policies can help
diminish the demand signal and influence corporate practices. Stability Police
Units primarily focus on disrupting trafficking routes and enforcing laws.
However, they encounter challenges stemming from their reactive posture and
bureaucratic constraints. This situation highlights the necessity for innovative
approaches, such as reducing demand through certification processes and
fostering consumer engagement in the fight against human trafficking.

The views expressed in this article are solely those of the author and do not necessarily reflect
the views of the United States government, United States Army, or any other government
agengy. Note: The authors confirm that the intellectual content and originality of this
manuscript are entirely their own. While preparing this work, an Al-powered language model,
Grammarly, was used to enhance readability, refine language, and improve clarity. The
authors exercised human oversight and control over the generated content, thoroughly
reviewing and edliting the suggestions to ensure accuracy, completeness, and alignment with
the authors' intended meaning. The authors take full responsibility for the content of this
publication.
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ABSTRACT

The deliberate destruction and looting of cultural heritage in armed conflict
constitute a form of identity erasure that international law has progressively
sought to address, yet struggled to effectively enforce. This paper examines the
gap between the consolidation of normative frameworks and the operational
capacities available to implement them. Against this backdrop, it analyses the
ltalian integrated model as a leading international response. Drawing on a
comparative analysis of national and multilateral approaches, the paper argues
that within a predominantly soft-law international system, the protection of
cultural heritage advances primarily through specialized operational capacities
rather than new legal instruments. The Italian experience is assessed as both an
operational model and a situated benchmark, with attention to its
achievements, limits of transferability, and the unresolved civil-military tensions
that shape its governance.

CULTURAL HERITAGE IN CONFLICT: THE THEORETICAL FRAMEWORK

Before tracing the historical and legal evolution of cultural heritage protection in
conflict, it is necessary to establish the theoretical framework within which this
paper operates. Several key concepts, developed in the scholarly literature, allow

¥ Disclaimer on Terminology: Cultural Heritage vs. Cultural Property. In this text, the terms cultural heritage and cultural property are
used with distinct yet complementary meanings. Cultural heritage is employed in a comprehensive manner, encompassing the broad
spectrum of tangible and intangible expressions of human history, identity, and creativity. It includes monuments, artifacts, traditions,
and knowledge that hold historical, artistic, and social significance. Conversely, cultural property is used in contexts related to the illicit
trafficking, theft, and expropriation of cultural assets. This term aligns with international legal frameworks, such as the 1970 UNESCO
Convention and the 1995 UNIDROIT Convention, which specifically address the protection and restitution of stolen or unlawfully
exported cultural objects. This distinction is intended to provide clarity and consistency in discussing both the broader significance of
cultural heritage and the legal mechanisms designed to combat crimes against cultural property.
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Closely related is the concept of memoricide - the destruction of a people's
historical memory by erasing its material traces — which builds on the notion that
heritage constitutes a tangible link between present communities and their past,
providing collective identity and social cohesion. Cultural heritage is, in this sense,
not merely an object of historical or artistic value, but an expression of collective
identity.
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A further analytical distinction, central to international humanitarian law (IHL), is
that between intentional destruction and collateral damage. While collateral
damage refers to the unintended destruction of cultural sites as a consequence
of military operations - subject to the proportionality principle under IHL -
intentional destruction implies a deliberate targeting of heritage with the
purpose of demoralizing populations, erasing identity, or eliminating the
symbolic presence of a group. This distinction carries direct legal consequences:
intentional attacks on cultural heritage constitute war crimes under the Rome
Statute (Art. 8(b)ix)) and may, in extreme cases, constitute a form of cultural
genocide. It is within this theoretical framework that the historical and
operational analysis developed in this paper should be read.
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CULTURAL HERITAGE IN CONFLICT: A LONGSTANDING THREAT

The destruction and expropriation of cultural heritage in war are practices as old
as organised conflict itself; rooted in the ancient principle that the spoils of war
belong to the victor. From the sack of Corinth and the destruction of Jerusalemin
antiquity, to the systematic looting conducted by Napoleonic France (formally
sanctioned through specific clauses in peace treaties®), to the carpet bombing of
Dresden, Warsaw, and Montecassino and the large-scale plunder orchestrated
by Nazi organisations during the Second World War, the targeting of cultural
sites has served simultaneously as a tool of domination, a source of material
enrichment, and a means of erasing the identity of conquered peoples.

Over the centuries, the normative framework gradually constructed around this
practice evolved from early domestic legislation - from the Chirograph of Pius VII
(1802) to the French Revolutionary prohibitions on the destruction of works of
artistic value - to the progressive codification of international law, beginning with
the Hague Conventions of 1899 and 1907 and culminating in the 1954 Hague
Convention for the Protection of Cultural Property in the Event of Armed Conflict,
together with its First Protocol (1954) and Second Protocol (1999).

Alongside these instruments, the UNESCO Convention on the lllicit Import,
Export and Transfer of Ownership of Cultural Property (1970), the World
Heritage Convention (1972), and the UNIDROIT Convention on Stolen or lllegally
Exported Cultural Objects (1995) built an increasingly comprehensive multilateral
architecture.

Yet the adequacy of that architecture was put under severe strain by the conflicts
that devastated the former Yugoslavia in the 1990s, in which cultural destruction
acquired an explicitly political and identitarian dimension: the systematic
targeting of religious sites, libraries, and monuments was not incidental to the
violence, but constitutive of it - a deliberate strategy to erase the material traces
of entire communities.

In the 21st century, the protection of cultural heritage faces unprecedented
challenges: the humanitarian crises and political vacuum generated by the

57




conflicts in Afghanistan, Iraq, Libya, Mali and Syria have fostered the emergence
of terrorist groups and non-state actors that exploit cultural heritage both as a
source of funding, through illicit trafficking, and as a tactical tool in conflicts™. This
pattern is most evident in the actions of the Islamic State (IS), which transformed
antiquities smuggling into a structured business model by granting paid
excavation licenses in occupied territories, establishing a dedicated
administrative department for the oversight of archaeological sites. This
phenomenon, however, is not confined to the Middle East: since the early 1980s,
insurgent groups and warlords in Latin America, Afghanistan, and Africa have
similarly exploited the illicit trade in cultural property as a source of revenue, a
trend that has intensified with the rise of IS and its affiliates in the 21st century®.

In current conflicts, the situation in Ukraine remains uncertain and evolving.
Since 2022, according to UNESCO (April 2026), 526 cultural sites have been
damaged and some destroyed®, while in Iran, over 140 culturally and historically
significant sites, induding at least five UNESCO World Heritage sites, have
sustained damage amid ongoing military operations in the region”.

THE INTERNATIONAL COMMUNITY'S RESPONSE IN THE TWENTY-FIRST
CENTURY

Following the Taliban's destruction of the Bamiyan Buddhas in 2001, the
international community progressively strengthened its normative response to
the deliberate targeting of cultural heritage. The UNESCO Declaration on the
Intentional Destruction of Cultural Heritage (2003) restated existing legal
principles and established a political consensus around state responsibility to
prevent and repress such acts, without however creating binding obligations for
Member States®, A further step was taken in 2015, when UNESCO adopted a
dedicated strategy recognizing the systematic destruction of heritage as an
assault on cultural identity and historical memory, not merely on material
goods®,

The most significant institutional development came with United Nations
Security Council (UNSC) Resolution 2347 (2017), the first resolution to address
the protection of cultural heritage as a stand-aloneissue of international peace
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and security, rather than in the context of specific conflicts™. It explicitly links the
llicit trafficking of cultural property to terrorist financing and condemns attacks
on heritage as potential war crimes. Its limitations are nonetheless significant: the
resolution lacks binding force, makes no reference to Chapter VIl of the UN
Charter, and frames heritage protection primarily through the lens of counter-
terrorism. It nonetheless represents a consolidation of the emerging norm that
cultural destruction constitutes a threat to international stability, influencing
subsequent global initiatives and institutional practice.

THE ITALIAN MODEL: OPERATIONAL CAPACITY AS A RESPONSE TO
NORMATIVE LIMITS

The normative gap identified in the preceding section finds a significant
response in the Italian model. While the progressive development of legal
instruments has consolidated a broad normative consensus around the
protection of cultural heritage, this architecture remains largely non-binding and
weak in enforcement mechanisms. In this context, the effectiveness of cultural
heritage protection has advanced less through the production of new legal
norms than through the emergence of operational capacities capable of acting
within and beyond those norms. The lItalian experience, centered on the
Comando Carabinieri per la Tutela del Patrimonio Culturale (TPC), provides a
particularly clear illustration of this dynamic and has been widely recognized as a
leading international reference in the field.

Rather than merely implementing international obligations, the TPC has
functioned as a structural complement to them. Its integrated model -
combining investigative expertise, technological infrastructure, and deployable
field capacity - addresses precisely those dimensions where the international
system is weakest: detection, prevention, and enforcement. The development of
tools such as the LEONARDO database, which has contributed to the
modernization of INTERPOL's Stolen Works of Art database, together with the
more recent use of artificial intelligence to monitor illicit online markets, illustrates
how operational innovation can generate effects extending well beyond the
national level. In this sense, the Italian model does not simply operate within the
international framework; it actively compensates for its functional gaps.
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This operational capacity is reflected in a series of measurable outcomes. Since
its establishment, the TPC has recovered over three million cultural objects and
returned them to their rightful owners"". These results are closely linked to the
progressive expansion of its investigative capabilities, particularly in the digital
domain. In this regard, the monitoring of illicit excavations and online trafficking
has increased significantly through the use of advanced digital tools, notably the
Stolen Works of Art Detection System (SW.O.AD.S.).

At international level, the TPC has been deployed across two distinct operational
contexts, providing  on-the-ground assessment of heritage damage,
support for inventory reconstruction, and training for local law enforcement
agencies. In post-conflict settings, it has operated in Kosovo (2002-2003) within
the UN "Joint Guardian" mission; in Irag within the Italian peacekeeping mission
"Antica Babilonia" (2003-2006) and subsequently within the "Inherent
Resolve/Prima Parthica" operation (2018-2020), where it also maintains a Senior
Strategic Adviser on the Protection of Cultural Heritage within the European
Union Advisory Mission (EUAM Iraq); and in Jordan (2022) and North Macedonia
through EU-funded twinning projects aimed at strengthening local institutional
capacdities in cultural heritage protection and combating illicit trafficking.

In crisis contexts caused by natural or man-made disasters, the "Blue Helmets
for Culture" Task Force has conducted rapid response missions to Albania
(2020), Lebanon (2020), and Croatia (2021), while also developing longer-term
cooperation with Lebanon through the EU-funded "Protect Heritage" project
(2023), focused on training local law enforcement and building a shared
database of looted cultural sites.

The breadth of these deployments becomes clearer when viewed against
comparable national approaches. The French model - particularly through the
Délégation au patrimoine de lArmée de Terre (DELPAT), established in 1996 -
has evolved toward a more integrated military framework, reflected in the
development of the officier-conservateur: a military officer trained in heritage
protection and capable of incorporating cultural property considerations into
operational planning. DELPAT has conducted field activities in operational
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contexts, including missions in the Central African Republic (2018) and Mali
(2019), contributing to the gradual consolidation of military practices in this
domain™, Yet the French model remains more limited in institutional continuity,
scale of activities, and systematic use of specialized databases - differences that
reflect, at least in part, the distinct historical and legal contexts in which each
model developed.

What emerges from this comparison is a genuine structural divergence in model
design. Italy separates military expertise (TPC) from civilian expertise (Ministry of
Culture professionals) and combines them in the field through the Task Force
mechanism; France is moving toward fusing the two by training military officers
in conservation. Each approach carries distinct trade-offs: the Italian model
preserves the depth of civilian professional expertise but creates potential
friction between institutional actors; the French model ensures chain-of-
command coherence but risks diluting conservation expertise through military
prioritization.

Neither approach has been subject to systematic outcome evaluation, which
limits the conclusions that can be drawn from the comparison.

The picture changes further when multilateral mechanisms are brought into
view. Bodies such as INTERPOL and Blue Shield International perform essential
functions - information-sharing, standard-setting, advocacy and coordination -
but lack autonomous operational capacity.

The TPC, by contrast, combines intelligence production with direct enforcement,
occupying a distinctive position in the international architecture. These actors are
not alternatives to the Italian model but its necessary complement: without the
coordination frameworks they provide, national operational capacities would
struggle to function effectively at the global level.

Within the broader Italian model, a key institutional role is played by COESPU,
which has progressively incorporated the protection of cultural heritage into its
core training curriculum, developing dedicated modules for international
peacekeepers and stability police units on the identification, documentation,
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and safeguarding of cultural property in conflict and post-conflict settings. This
evolution was further reinforced in September 2024, when the General
Command of the Carabinieri established the Chair on Cultural Heritage
Protection in Peace Missions at COESPU: the first, and currently the only one on
this subject within all branches of the Italian armed forces and police.

This development marks a qualitative shift in the Italian approach: from
operational practice to formalized doctrine, and from national expertise to a
structured, exportable curriculum. In doing so, COESPU has transformed what
was originally a national operational competency into a transferable doctrine,
making the Italian approach accessible to police and military personnel from
over sixty contributing nations.

Within this architecture, COESPU functions as a capacity-building platform that
bridges national operational excellence and multinational peace support
operations, contributing to the diffusion of standardized practices in cultural
heritage protection without acting as a norm-setting body. In doing so, it
reinforces the role of training and knowledge transfer as central instruments of
Italy's approach to cultural heritage protection in crisis and conflict contexts.

THE CIVIL-MILITARY TENSION: AN UNRESOLVED STRUCTURAL CHALLENGE
The formal establishment of the "Caschi Blu della Cultura” Task Force marked a
significant step in consolidating Italy's external projection in the field of cultural
heritage protection, yet it also brought into sharper focus a long-standing civil-
military tension that continues to shape the governance of this domain. The
integrated military-civilian composition of the Task Force is undoubtedly one of
its greatest operational strengths: it allows for a comprehensive and versatile
approach to heritage protection, combining security expertise with the
specialized knowledge required for conservation.

However, this very strength carries an inherent structural limitation. The civilian
component, while essential for ensuring the depth and sustainability of cultural
protection efforts, restricts the Task Force's operational scope to contexts in
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which a minimum security threshold has been met. In high-intensity or active
conflict environments, where the need for preventive intervention is most acute,
the presence of civilian experts may not be feasible - and military personnel
alone may lack the conservation expertise required to make time-sensitive
preservation decisions.

This raises a challenge that the Operational Regulations™ of the Task Force
acknowledges but does not fully resolve: how to protect heritage before the
security framework that enables the Task Force's deployment exists.

A related doctrinal question concerns what happens when security imperatives
and conservation imperatives conflict in the field. As Kila (2012) has argued,
military and civilian professionals operate according to different logics, risk
thresholds, and accountability structures; absent explicit protocols for resolving
these conflicts, integration tends to produce friction rather than synergy™¥. The
French officier-conservateur model represents one institutional response to this
problem.

Whether this produces better field outcomes remains to be demonstrated
empirically, but the question itself points to a gap in the Italian model's doctrinal
architecture that merits further development.

A deeper political dimension underlies these operational questions. As Foradori,
Giusti and Lamonica (2018) have argued, the progressive framing of cultural
heritage as a security concern - linked to counter-terrorism, post-conflict
stabilization, and the projection of national prestige - has fundamentally
reshaped how states design and justify their protection policies.

This securitization dynamic was accelerated by the Islamic State's systematic
weaponization of cultural destruction in Irag and Syria, which transformed
heritage demolition into a globally visible act of ideological violence and, crucially
into a documented funding mechanism through the looting and trafficking of
antiquities. UNSC Resolution 2347 (2017) crystallized this framing at the
multilateral level by explicitly linking heritage protection to the financing of,
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into a documented funding mechanism through the looting and trafficking of
antiquities. UNSC Resolution 2347 (2017) crystallized this framing at the
multilateral level by explicitly linking heritage protection to the financing of
terrorism - a connection that proved indispensable for achieving political
consensus, but that simultaneously anchored the issue within a security logic
rather than a humanitarian or cultural one.

Italy has been among the most active proponents of this securitization dynamic,
and the Task Force is its most visible institutional expression. The "Blue Helmets
for Culture" were not presented merely as a conservation instrument: they were
positioned as Italy's distinctive contribution to the international peacekeeping
architecture, a vehicle for foreign policy visibility that drew on Italy's recognized
cultural authority while extending its role in post-conflict stabilization missions.

This framing has produced concrete results - the 2016 MoU with UNESCO, the
formalization through the 2022 Ministerial Decree (D.M. 128 31/03/2022), the
replication of the model in Mexico and Argentina, and the expansion of training
programs through CoESPU.

In this sense, securitization has been an enabling force: without political
investment and security framing, these institutional developments might not
have occurred at all.

Yet the risks of this dynamic deserve honest scrutiny. When heritage protection
is instrumentalized within a security agenda, the criteria by which decisions are
made become susceptible to strategic and reputational calculations - proximity
to active conflict lines, media visibility, geopolitical alignment, bilateral interest -
rather than being driven primarily by conservation imperatives or by the needs
of affected communities.

The literature on post-conflict reconstruction has repeatedly documented how
externally driven cultural recovery projects, when designed without substantive
local participation, can inadvertently privilege UNESCO-listed monuments over
living heritage, formal institutions over community memory, and internationally
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legible narratives over locally meaningful ones.

The Italian Task Force has built civilian expertise into its operational structure
precisely to counterbalance this risk; but the tension between the logic of
security deployment and the logic of conservation remains structurally present
and institutionally under-addressed.

This is not an argument against the Italian model, nor against the political
process that brought it into being, It is an argument for the kind of reflexivity that
distinguishes a mature professional field from a nascent one.

As cultural peacekeeping consolidates as a discipline, two developments will be
essential for the model to fulfil its stated ambition: the development of
evaluation frameworks that centre community impact alongside operational
metrics, and the articulation of decision-making criteria that are transparently
conservation-driven rather than security-contingent.

CONCLUSION

The analysis developed in this paper points to a fundamental tension at the
heart of contemporary cultural heritage protection: the progressive
consolidation of an international normative framework has not been matched
by a corresponding strengthening of enforcement capacity. From the 1954
Hague Convention to UNSC Resolution 2347 (2017), the international
community has consistently affirmed that the deliberate destruction of cultural
heritage constitutes a threat to international peace and security - yet the
mechanisms available to translate that principle into practice remain largely
dependent on the political will of individual states and the operational capacities
they are prepared to mobilize. It is within this structural gap that the Italian
model acquires its analytical significance.

The Carabinieri TPC demonstrates that, within a predominantly soft-law system,
the protection of cultural heritage advances primarily through the development
of specialized operational capacities. The TPC's integration of investigative,
technological, and deployable field functions, and its institutionalization through
the Task Force, offers a concrete illustration of how national-level expertise can
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be leveraged to fill the enforcement gaps that international frameworks leave
open.

At the same time, the Italian experience highlights the structural conditions that
make such a model possible and, by extension, the limits of its transferability.
The density of cultural heritage on Italian territory, the decades-long institutional
continuity of the TPC, the hybrid military-policing nature of the Carabinieri, and
the established cooperation between security forces and civilian cultural
authorities constitute a configuration that few states can readily replicate. The
replication initiatives in Mexico and Argentina are encouraging indicators of the
model's perceived viability, but remain too recent for systematic outcome
evaluation.

Looking ahead, the protection of cultural heritage in armed conflict will require
progress on at least two fronts simultaneously. On the normative side, there is a
need to move beyond the current soft-law architecture toward more binding
and enforceable instruments, particularly with regard to accountability for
intentional destruction and the regulation of illicit trafficking in conflict zones. On
the operational side, the expansion of training programs - of which CoESPU
represents a leading example - and the development of pre-conflict preventive
mechanisms will be essential to ensuring that specialized expertise is available
before, and not only after, heritage is lost. The Italian model, with its
achievements and its unresolved tensions, offers a valuable benchmark for both
dimensions of that effort.
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